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ABSTRACT

Blockchain technology can provide a high level security based on a decentralized distributed ledger and consensus-based
structure. In order to increase the utilization of blockchain technology, it is necessary to find a way to use it in fields that
require personal data processing such as health care and e-commerce. To achieve this goal, the blockchain based system
should be able to comply with data privacy regulations represented by European Union(EU)’s GDPR(General Data Protection
Regulation). However, because of the properties of the blockchain like the immutability and decentralized recorded data, it is
difficult to technically implement the requirements of the existing privacy regulations on the blockchain. In this paper, we
propose a multi-chain based access control system that can guarantee the rights of the personal data subject required by
GDPR by utilizing Chameleon Hash and Attribute Based Encryption (ABE). Finally, we will show through security analysis
that our system can handle personal data while maintaining confidentiality and integrity.
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Fig. 1. The structure of redactable blockchain
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Controll X X o o o o Fig. 2. Personal data flow in OAuth 2.0
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2wt ZAEHE(HLF(13)9] Adz=)9} 4.5
A AR 4 ke EES AT+ gidh
Key-chainel+= Data-chainel| 715% 74 n
= 458 5 sle A NeAR 24 2 Ae
27k 7158 AR A5 Ak £ 7t
4335 CK9} TokendelZ2 F3d=W, /A

Table 2. Notation

Notation
M ¢ Message
PP |* ABE public parameter

ol * ABE system parameter
MK |*+ ABE TA's master key
MMK |« DC''s manager master key
PK/ S](j * ABE public key/j 'th DP s private key
PK,/SKy|+ Public/Private key pair used in blockchain
S/ Sj « Attribute set / DP j's attribute set

att; |« i'th attribute (£.5)

A/ A e Access policy / Access policy with secret
‘ value s

k ¢ Chameleon hash security parameter

¢ Chameleon hash key of Keychain /
hk/hkp Data-chain

e Chameleon trap-door of Key-chain /
thy/thp Data-chain

CK |+ Conversation key to encrypt A
Token |» The key to encrypt M with CK
CT |* ABE ciphertext of a conversation key

CTT ¢ ABE ciphertext containing attribute
CT | Ciphertext of M

I * Index of a transaction located in x'th
(@) block, ¥'th transaction
Ui |+ 9'th block's j'th transaction

Addpg |+ DS's smart contract address

¢ Random number for Chameleon
as

V; + j'th DP s revocated attributes

Enc/ Dec Symmetric encryption / decryption

Encrypt/ .

Decrypt Public key encryption / decryption

*Data-chain @ AA t=sld xR} A%

B 83 9 A2 2a% DS AvtE AE
(Add,g) el SH3 Q) - 23 A Jez 7159

O~

= FeR 1A BE
t}. GDPR Al17& AAAS Aoz Ak )
22 gaste] ¢4 rsd E5x
gt} Wkl DS7F el B A
Aeh= A5, DCEl 23t ¢ ==& F
sle] Data-chain’e] €S ”Kﬂ =
o}
Alzde] 548l dETE GDPRel %A% o
(DS, DC, DP)& Egste] o3 )
DS} DC7F 4l gt )
AR FA(DS) : NIAE FA=A Eals o
Wals ~rtEE e AR E 35 osAl
Ao e AlA %JEHE TFHE}, DCrEs 38
gtod ANAARE EEA AL AAsta, A A
A AA RAA R *—W/—ﬂé 2| g7} 753l
L—aﬂi(DC) DSe} AP Aok 3HAIE wiee
2 NIARE Al AEEhs EAE 7] AA =
© Aula2 FEE 7 DCe E5AQl Al2H
o2l TAe &3] AP AA= == Je 2 T35
v, 294 8 53 (high computing power)
< Adr}h. DC A37tele ges s3] A%
vl A (secure-channel)o] A= Qlrtx
AAg}. DSE thalstel shsshe AHIAE A
A, AEAl AA, AR == A 27
W73 (ABE $4 3 W) 7 gk
ZZAA(DP) : AA AR F4 2 e 5
Hol Gl 7|y m= Au| g FE DColA
%El%‘ﬂ DS MIAR A AL AAE =
3 DS Fo3tel MAARE 53 5 ol
TA : 74 =& HeE(the highest
security level)& 7}zl Zxj@xn A28 AU
9] el &A ] AxdE 7S gasic) F

i
=
I
i
ek
ko oo ol i

o
=

4> -
o
ot

[
%
R
N
o
%
o

% Fn|A o= DCeF A8k ABE 7] @&
ARgCE, AlzE U BE ALY AY9S da
o B2iql lig H}E‘ui ]

Miner : ¥ A2 Miner+ 2194 =
HE] ¢kAE Key-chain A5 993t DSY
_g_ié_gi DC7]. xﬂH Cla 7-]3]]% xltﬁl_—ui
(proof-of-work), #|¥#%9 (proof-of-stake)3}
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Key Data
DP DS DC chain Addpg chain
Key & Data Upload
CT = Enc(CK®Token, M)
@ {CK, A}, CT
= = =
CT = ABE _Encrypt(PK,CK, A)
®@CcT
(® Hash(CK)
p G I (xy) @CT
Fig. 4. Sequence diagram of data upload phase
e Y TR EF| 7Jukste] £5-5 A = =ollA = HLF¢ PBFT(PI'actical
Byzantine Fault Tolerance)(24)S 43}
4.5 MSER Fig.65} 7] #o& =Z3ir) PBFTO]W% Al
Gol golste & w9 b wlE @ W,
B = Alade AR 24 Hx Fvst (n—1)/37 °]3}e] =7} ofojAql Y9 sjriz}
Zj‘ 7H°‘17jﬁ_7]' E U] X%E]ﬂ—— 7H°]7(4E_ 2 = tﬂ,_/]e B-E 5\,_ 9‘11;]_
S, wEAW Z1%9 A9n 9 P2
A SEolE A 5 b A LR el el Algorithm 1 : Initialization Phase
Ak oW, SEFARLE 7MbeR &gshe S > Define : < // Secure channel
Append() & 53814 o]FoAlct. Append()at £ > ABE.Initialization
5 = 5 23l 7l2] o .
Al A= R i}_]] 715k HeR (PP, MK)<— TA.ABE_Systemsetup(7);
Append(M)E& Me] E3H LEA AHE A4 TA.Broadcast(PP);
3lod Key-chain ¥+ Data-chainitel 7]53k= (MMK, PK) < DC.ABE_Systemsetup( );
A& ofw]gicy DC.Broadcast( PK);

451 z|Zx ZH[2HY
Az IS Fig 5ot ol Aaulv] AA
He oot
Hz g THES TAd 9ste] At

TAE Systemsetup() S E3te] DC7F A4 74t
G33tE P 5 UxE A3t @ TAZ Al
g 78le Fwsle DPE AEF ¥ DPYE &4
(att;)) = 12iste] DC7F &4 7|4k vd7|E AT
AEE SK & AAste] DCEIA AZdrh @
DCES DCZF v %
&4 7 wE(SK)E e
7} DPellA| A=},

= vheFst tF F57t ks

A~
T

SK-' S ke
3lod 7+ A&
Pkstel A4

DC7F el 34

o
2=

= o ¢

{SK/ }«~ TA.ABE_KeyGen (PP, MK, S)) ;
DC<=TA.Send(SK] ); 11 ®

SK;— DC.ABE_KeyGen(SK,); 1| ®
DP<:DC.Send(SKj);

0 N N AW~

Fig. 5. Algorithm 1 : Initialization Phase

452 JHoIEE A==
—o—]al—sl— DCE &

DSellAl #4lo]
w33, DS

. °1N

‘ﬂ‘”q }
Key-chain¢ll
S53te] DPE MelAR g

Fig.4,7.8).
y_o]‘/] /'\U]—
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I Message !

Veri
! Broadcast : erify

&
&=
(&
&

Fig. 6. PBFT Consensus procedure among DC

digk Az
2H(Fig.8)+

ZA3E Key-chaindl 7|23k}, A3
o5} 2

AR 2= : O DSt Eql9 AedAgn
= (CK® Token)S 7] 3og #Hgslo] o
A7) EF(CT)S AAZTY. @ DSE CKE
D3k AT AN (A9 CTS x3hsle] A A
kgl DCollA| Aggttt. @ DCw DS 87d=
S 7 EF (0TS AT @ DCe %
Key-chaindl, ®
Hash(CK)E DS Avte AEDE(Add,)
® <tz3tel NIAR(CT)E Data—chainel 7]
Akt @ DC= Datafchainé}‘ﬂ] CT7} 942
=5 914 AR(L,,)E DSeA deiEet. O]rrﬂ
DC+= DS9 87 weh AR E A2fd o

Algorithm 2 : Data Upload & Retrieve Phase

> Data Upload
(CK, Token) <— DS.Generate( );
CT<«—DS.Fnc(CK® Token, M) ; /| ®
DC<DS.Send({CK, A},CT); // @
CT<« DC.ABE_Fnerypt(PK,CK,A); | ®
Key chain < DC.Append(CT); 1| @
Add g« DC. Append(Hash(CK)); 1/ ®
Data chain < DC. Append(CT); // ®
DS« DC.Send(1, ,); I| @

> Data Retrieve

10  CK< DP.ABE Decrypt(SK, CT); /| ®

11 Add,¢—DP. Append((Hash(CK), PKy); |/ ®

12 CT'—DS.Encrypt( PKy, Token) ; /| ©

13 DP<DS. Append(CT’ Ay ) | @

14 Token<— DPDPCTypt(SKB7 CcT’ ) /]

15 M+« DP.Dec(CK® Token,CT); // ®

O 0 I O\ AN =

@

Fig. 8. Algorithm 2 : Upload & Retrieve Phase

7 glem, YR A F15e] mF HFA3
A28 WEel DO oteld B51% WAL
DOS) A Az Wede A 2 A%
% lek.

o,
2

K

>
off

i

<AMAAR 4 0 ® DP& #3919 A 7wk v
71(SK))<& 2839 Key-chainiell s4% CT
£ B33lste] CRE E53 DP:= DS9

Key Data
DP DS DC chain Addpg chain
|
- @CT
CK = ABE Decrypt(SK;,CT)

@ Access Request, Hash(CK) PKB

@ Access Request Hash(CK) PKg

CT' = Encrypt(PKg, Token)

@ CT', I (ry)

O CT Iy

Token = Decrypt(SKg, CT")
_®cT

M = Dec(CK@Token, CT)
[l

Fig. 7. Sequence diagram of data retrieve phase
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B\ 533
2rhE AENE(Addy) s Afatel DS
Hash(CK)$} Key-chainel# AM43sl= DP &

Q19 NI PEyE E3e] AR Az B-Zé
(request message)s 7= ez i)
@ DPe 245 5o DSE FANS PKRE
Tokens <tz3H(CT)3ta, @ L,
Addpgs 73frsted DPelA| A=gicl, @ DP=
Balel Aely] SK,E AP e B33)sto]
Tokens ¥53th. @ o]§, DP+= Data-chain
ApolA] 1% viEoR okE s AR CTE
zZrol (CK® Token) o2  H33}sle] M 3
g},

453 JHlde, M A Aol

=i AzwedA s iR 2 AHE AA9
Jdle]EE 95l Key-chain®} Data-chain &
i 7FE s Al A4t 7Rkl A sbsgE BEEA
AHg3t}, Fig 103 #re] Key-chainell®
CKE 44 71wt k5318t C77} Data-chaindl
Token 2% °Li§‘rﬂ 7H° 7‘*1 CT7} 7]

| Key - Chain ',

{001

Data-chain n’th Block

Previous Hash

Key-chain n’th Block

Previous Hash ]

(n)th Block Hash = H(G1,G2) | [
™1 X1
G1= Ch.Hash(CTy,ry) | | 61 = Ch.Hash(CTy, 1)
cry cry
Ty Ty
™2 [m2
G2 = Ch.Hash(CTy,r7) | 62' = Ch.Hash(CTy, ;")
cr, cr,
T2 2

(n)th Block Hash = H(GY,62))

_Data - Chain} ,
Fig. 10. Block structures of Key-chain and
Data-chain
Aol dagh AHE Zol CHCol()A4HE 53}
of $48 7|%el] S W5 @e AT 4 9l
t}. ol CH.Col()34-2 24 Key-chain¥} Da

SJaAt 3 7bssh,

EHkE of ot %izﬂﬂ tﬂolaa ] 7}%@}4
el #4L Fig.9ek 2ol F A= 74

wv], Apdak(Fig 11, 12)= 4_4 Z},

Hz AR Az Asd PAL O TAE

Key Data
chain Addpg chain

DP DS DC
@ {CK', A’ }

Consensus(t ")

ABE_Encrypt(PK,CK', A")

@ CTUpdated _

Attribute Revocation

‘®SKV1':

|ABE _Revoke ([G, MMK,PK,SKVJ
Consensus(MMK’, PK',.S'KV)

@ €Ty,

.CTy,
€Ty,

Data Update / Deletion

@ ETUpdated

P o — —

Consensus(CTypaatea)

@ ETUpdated

Fig. 9. Sequence diagram of Update phase
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Fedt 25

AL 7 A Az

CH.KeyGen ()& E3to] DC7F 7p2el2 4 <
A P8 4 9dxEE2 Key-chain¥

Data-chain® hke} thS Z2zF Az} @ o)

F. TAE DCSIA (thyth,) & A2
A2 A gelelE 1 DS} A1z AL
o Agn AT AN WY (A-A) S A

A%, @ DSE DCelA Al A
o] 7]& Key-chaine| AAE OTS A& 3

Algorithm 3 : CH Initialization Phase

> Define :
> CH.Initialization
(hkper thy) < TA.CH. KeyGen (k);

& // Secure channel

2 (th,tkD) «— TA.CH.KeyGen(k); /| ®
3 TA.Broadcast(th7 hk:D) and
DC & TA.Send(th,thy); 1| @

Fig. 11. Algorithm 3 : CH Initialization Phase

Algorithm 4 : CH Update Phase

> Define
t(1 5) CTLpduh’d’ tk:)
D> Access policy Update phase
DC&=DS.Send(CK,A'); Il @
CT pated—DC.ABE_Encrypt (PK, CK, A') ;@
ti ) < DC. Ouerwmte( ) CT tpdateas th,);
While Consensus(t; ;) do
DC. Verify(t (id) ),
if 1 )

—

"« Overwrite (

is valid then

O 00 O Vi b W

alarm and exit

/| line5—9 : ®
10 Key chain—DC. Append (t(i‘, j)'
> Attribute revocation phase
11 (k' PE',SK,.CT, ) <
ABE_Revoke(V,, MMK, PK, SK,,,CT}, ) ;
12 DP&DC.Send(SK,'); I ®
13 DCBroadcast(PK'); /| @
14 Key chain<—DC. Append(CT, V,, )i 1] ®

VAG

II®

> Personal data update / deletion phase
15 CT yiutea < DS-Enc( CK S Token, M) ;
16 DP&DS.Send(CT 14.4) and

Datachain—DP.Append(CT Update PE
/I line15—16: @

Fig. 12. Algorithm 4 : CH Update Phase

>

5.

A(DS)¢] ==

=
HAlsta A A%, © 8

g &4 7k iR gddo|ed
18t DO CT ppueas 34,
ggsto] Fpdee A F=%

] ‘h( CH.Col (thy, CT,r, CT ppagea) -
CT e’V EFE AT A (1, ;) )5 AR
2 DCEIA AHEste] Key-chain® 7|& A
M, )5 HAZ A Adgdet. @ DC e
Consensus (t; ))& &3 At A, ) )=
BE HEAQ B HdlEe] Key—cham
Aol 71 A = WA ®ek ofdf,
Key-chain®| Wj-go] WA= = &5l o

Ae 4%

ok

AR AR5 A T A A
£).

&4 qHolE : DP7} 71E BAf3E S4do] WA
@ A5, DP7} 715 nfd -i%é l& Y
71(SK)& WA ek ek @ jHA DPe| £4
(Vo] A3|5= A%, DCES j¥A DPe #
72" WIR7I(SK)eE DCe Al vheE7]

(MMK"), A5t 37471 (PK"), $4 V,sh 2+
71E gEel WS Al dEE (CTVJ')
DC7} 39l (Fig.12 line 6-9)5 Fxlsle] A
gich o8 S3g Adgtel diske], ® DC
JHA DPellA WAE wE7)(SK))E st
@ At 371 PK'& A3} 7=
Key-chainAtell CT 7} x3d A A o
R cT, "2 A %E‘r Fig.12 line 59} %),

MelA B —ﬂ*/"—hﬂ : DS} 71E
ol 7155 NAAHR(M)E

fr ox o

K

Data-chain
A =

A% (M )E 71E A
AAR (M) 33l AHEl (CK® Token) = 2
£3}o] QFE3} F(CT ). DOSIA Ak},
A3k DCx= DCZF 39 (Fig.12 line
9)3 ZFuksle] Data-chain®ell 7]& CT7}
= U85 A

1 GDPR &=

B e AzEe

%A 2,204 AT A
s F

‘_’Z__
= GDPR %23& 2%
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d 7hssiet.

Hg AFA : DS MIHE A= &4 DS
7} Key-chaintell €4 7|4k ks C7| *3
g AT AA AE w3k DPRF A sssict
(Fig.8 ®).

AR FA9 F9(consent) : DP7} DS 7}
JAHRE FHEXOSZ Data-chain®] CTZH¥
D:]Es].y’] _ﬂ—sﬂx{,‘: DSQ] AHLE ;u]an‘E
(Add pg) ZH-E] Token3t AR $12]17F 7144
1,5 IS5kt gt} old DS7F DPell

B Tokent I, = NAAE A2 o4&
s JUIFPE}(Flg 8 ).
|

A/ AAE 0 DS MIAR(M) == A
Ju A2 AZ(A)el g 4 84> DCT
2 Zalgl 4 715Er BE4e 12E Ed)
o 7 F—s}r/} Alz~e] W AR 4 WA

:rL
°ﬂ w2 71(SK)) dlelE =3 7Feshrh(Fig.12

AA 2 718 g AYPRES 2 =
7ol BRI Azl FEEE ool
gk 71eA, FAARS F5 Jkssich(5.2 ).
HAYEFY 715 ¢ B =79 AR Ay Ax
HoA= MAARE g2 23], = <y} 9
KAl dAel #g Ae] vF EEAQIY A
A7 (Key-chain, Data-chain, Addpg el =
Fz 71EEd 7159 2E A e
GDPRelA S3h=
2 &4 rhsdid, %%iﬂ
34

e} 715 9z

e
M
>~

|89l ¥4 Zd(attack model)>
93 FAA}(external adversary)<t
(internal adversary)® T3E= A
Aol 7|25 MAAHRE &3 = o
E3lo] Axdle] sEA FAEAE A
ZE s 9l

EEAQ ”"ﬂ 712"
BE Z3)51e] MelAdR = <%
A& AsHA71E ek Wi 3R o
1) 34 DS A AY(A)& 5 7}

)

-

A

@ o rie
>
[>
o

= ol
iz
J

o o [ = W
> o2l

o,

+
o mlo

N

T

K aly
PR

o
R
N
X

o

(public)
Fsled 7]
<3} 7o)

o,

— 12
[e5

L

waelon} @xji= S4jo] A3E DP, (2) DS
SR Hbshs AAAR Q) - AelE TR
okol A el (malicious) DC&E -5t}

« 7194 E249l(Key-chain, Data-chain,
Addpg) ol 714" 2E AR 249 vEY=
of A% 7Fedt AREAE BFelA FohEe. §A
a4, WAyl s 5 A
(cryptographic primitives)7} =% M4
(secure)stth= AAsld], 93 FAA= E24
Al AzdE RUE R °47ﬂ 5]—‘;— ARE
(CT,Hash(CK),CT")&3¥] 713l =
ol& 53] A% 7] 3 CK, Token)% s
At
Fig. 74 IHPF A4 F 40 A3¥ DPw

o
AL

of &4 74@1 WA o] Aol Eale] £A] 7]ub
HU7]E 8319 Key-chain®ZHE CkE 4
auct 3lelE, Data-chain’t®] CTE E33}3817]
$5te] FrHHew PR3 Tokends RE7] uE-
o AAAR ME 5 4 gt

FAA 2 =R EEAQ A B2
el zregIt HAIAe) 7155 ANIA R Az
Wed(log)ell 7lwkate] <kdAdo] A=), gl
MIAR(M) == AL AA(4) dulolEs
A e e Akl B wo (th, th,) E %
asle A AAHE DCel dslM oA
(Fig.12 @)= wHket EAlEl AW o] Fof
A}, olu, EfiwolE kx| Fah= uk AREAL
(DS, DP)=dllAl= 7hde A a7t 71&
Aot IR R S A S IS 9
wol(23) Efzolel o3t A IRk o] Foix]
b A ARgel wE FAA Ae A=
WA EA] od=tt

¢

g

DSl AR Azl glef ekeldal DCvh
DSS fel Wake AT AA(A)E EFE &
4 7P FEE(CT)S AFOZA oteld HH
B bE B AN 45 ERY S ol
Bt 2EAQ AP a1 :
26 FHLERIE FA A 3
AR AaAe] Hele] mE g fEE
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AL 7 A Az

T A FAE 736},‘% & 9tk :Riu} Z]izlo
2 B4 velHE A3 fleiAle Ablel
é% DC7te| 39 EEE%A 287 2L 5
ofihth wehx, Alzwlabe] okeld Dol o
5 AdQE A 12}1,:_ o] AL Elst 5
EEAQ Azds

w3k B =50 HIAR A Az A
Q) o el Age Hasiee &g Ax
TAE Hx F8)3A4 (Fig.h) 4 DPE &4
AT REIEL ! 94011 ohe 34
aot gvh @b, (13 (1009

A S AR 94—% A

B Aoxe B EFoA] Agkgt AAHS oAk
284S e Mg orx] IX
ABE.Encrypts} 72 %382 ABE.Encrypt
dite] & W doltgs Aot 4% FE+= of

g Table 33} 2t}

AR m A2 A Qeel= el 3
AL Al=E W Hlelee] FEA fAE $lsked]
DCell 2|3+ 3] Z2eZ zlg)o] Q7¥ct A2

ZA8h= DC 2=9 F(n)7) BS54E A2H

VIS oAt ¥EAQ el Y7t 27

Tolx| B R A A AA

el

9]

£ A4k Verify) s3isko] @

=ge] wel A4 e DC == F(n) AAel
ST, 53, 54 1 G2t L LA A
Ak ;a4 53 58 A9 DC mee o)
R, T 4] A4k DSO] AR A
AR/ARL 27N Sz A% PR

(sustainable) MIAR A AxEHE F5& 5

Table 3. The number of required computations
per phase

Phase Computation Efficiency

* (1 X ABE Systemsetup)
Initialization | + (2 X Broadcast) + (1 x
ABE KeyGen) + (2 X Send)

o (1 X Generate) + (1 X Ehc)
+ (1 X ABE _Fnerypt) + (2 X
Send) + (3% Append) + (1x
XOR) + (1X Hash)

e (1< ABE Decrypt) +(1 X Dec)
+ (1 X Enerypt) + (1 X Decrypt)
+ (2 < Append) + (1< XOR)

+ (1X Hash)

CH o (2X CHKeyGen) + (1 X
Initialization |Broadcast) + (1 < Send)

. |o (1% 8Send) + (1< ABE FEnc
Access Poliey) iy " (1% crcol) + (nx

Update Verify) + (1 X Append)

. (k x ABE _Revoke) + (kX
Attrlbu.te Append) + (1 X Send) + (1 x
Revocation Broadcast)

(1% Ene) + (1 X CHCol) +
(n X Verify) + (1xXXOR) +
(1 Send) + (1 X Broadcast)

* Lk : The number of ciphertexts
(CTVJ) related to the revocated

Data Upload

Data Retrieve

Personal
Data Update

Not
ore attribute( V)
* n . The number of DC nodes
DR Ra A A 2 AS S2E AT 5
STHHLFE v1.1 7%, &% 14070 o1& A= A

A)(25). WY Key-—chaing &3 & L
TFaste] v EZQ i ot gdt 2 E 4
0 HEY EEAQer e AL
Key-chain®| ## A& 9 E5A< Al
do] A A Exe] Faighc)
VI. 2 B

B oEldA $2le oE Ade 7w
GDPRellA &78k= AR FA A2E 7|$He
2 74 kst ANIA R A Az"S AFEA A4
sholeh, £ 1o Azl 7]E FakskE ]l
A1 Ae] Axgle] GDPRZ tEs: MR
3 A Foll o], Feksk AR AE - <t

Ap] gl et A R AR Aee] £
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A g AZA EAE E5AQS E435e] dFE 7hs
S HolFgrh, w3, B =R AlidHdA -5
He MIARE HA 7 ¢hEd 9 AvtE A
EE Fg3alo] A7 A7 73E ke )
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